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Copyright © 2013 by ELMA Kurtalj Itd. All rights reserved.
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BACnet™ is a registered trademark of ASHRAE.
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1. Introduction

System Requirements
* Intel© Pentium 4 or a similar Processor
* 512 MBRAM
e 10 MB of free HD space
Operating System
BrightCore BACnet Lookout was tested and working with the following operating systems
*  Microsoft Windows XP
*  Microsoft Windows Vista

e Microsoft Windows 7
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BrightCore BACnet Lookout is the newest addition to our BrightCore line of products. It is an
easy-to-use tool which enables you to scan, discover and generally manage your BACnet networks.

BACnet Lookout is not just an ordinary BACnet explorer through which you can monitor or read
properties. It also enables you to build your specified property monitor and COV lists and later save or
load them back in to the program. You can detect alarm and event states on specified devices through
GetAlarmSummary and GetEventinfo BACnet services and list them in user friendly and easy-to-read
format. It also enables you to export your BACnet network to EDE format and use it later in your own

product or application.

BACnet Lookout

]

—

&

-

l BACnet /IP } BACnet Ethernet
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Figure 1. Overview of BACnet Lookout communication
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2. Setup

Start the installation by double clicking the “BrightCore BACnet Lookout setup.exe”

You must accept EULA license agreement before continuing.

5! Setup - BrightCore BACnet Lookout

License Agreement
Please read the following important information before continuing.

Please read the Following License Agreement., You must accepk the berms of this
agreement before continuing with the installation,

FLEASE READ CAREFULLY =
ELMA KURTALJ LTD
EMD USER LICEMSE AGREEMENT

FOR BRIGHTCORE BACNET LOOKOUT

MOTICE TO USER: s

OI accept the agreement
(%) 1 do not accept the agreement

Figure 2. EULA
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You will be prompted to select destination folder (Figure 3.)

NOTE: The install target directory must have reading and writing rights for the current logged user.
If you don’t have such rights, contact your system administrator.

i Setup - BrightCore BACnet | ookout

Select Destination Location
‘Where should BrightCore BAChet Lookout be installed?
’J Setup will install BrightCore BAChet Lookout inta the follawing folder.

To continue, click Mest. If you would like to select a different folder, click Browse,

= BACnet Lockout | [ Browse.. |

At least 7.0 MB of free disk space is required

[ < Back H Next » ][ Cancel

Figure 3. Setup, step 1

Select the destination folder and click “Next” button.

You can also create a Start Menu folder by disabling “Don’t create a Start Menu folder”

(see Figure 4.). Click “N

ext” to continue.

i Setup - BrightCore BACnet Lookout

Select Start Menu Folder
‘where should Setup place the program's shortouts?

Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Mext. If pouwould like to zelect a different folder, click Browse.

iBrightEore BaAChet Lookout I [ Browse... J

] Dan't create a Start Menu folder

[ < Back ” Mext > ][ Cancel

Figure 4. Setup, step 2
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Select if you want to create a desktop icon and Quick Launch icon.

i Setup - BrightCore BACnet Lookout

Select Additional Tasks
“wihich additional tagks should be performed?

Select the additional tasks you would like Setup to performn while inztaling BrightCore
BAChet Lockout, ther click Mest.

Additional icons;
Create a desktop icon
Create a Quick Launch icon

[ < Back H Mewt > ][ Cancel

Figure 5. Setup, step 3,

Press “Next” button.

] Setup - BrightCore BACnet Lookout

Ready to Install

Setup is now ready to begin installing ErightCare BAChet Lookout on your
computer.

Click Install to continue with the installation, or click Back if pou want to review or
change any settings.

| Disstityation location:
C:A\Frogram FilesBrightCore BAChet Lookout

| Start Menu folder:
BrightCore BAChet Lookout

Additional tasks:
Additional icong:
Create a desktop icon
Create a Quick Launch icon

[ < Back J[ Iniztall ][ Cancel ]

Figure 6. Setup, step 4

Confirm your options by pressing “Install” button.

© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
September 2013

Page 9



BrightCore BACnet Lookout V2.2 Product Family

{5\ Setup - BrightCore BACnet Lookout

Installing
Pleaze wait while Setup installz BrightCore BAChet Look out on your computer,

Extracting files...
C:\Pragram FileshBrightCore BACnet Lookoutsmsyop?.dll

Cancel

Figure 7. Installing

Complete the installation process by pressing “Finish” button. If you enabled automatic launch of
BACnet lookout, application will start as soon as you click “Finish” button.

1@ Setup - BrightCore BACnet Lookout EI'_:'IIXI

Completing the BrightCore
BACnet Lookout Setup Wizard

Setup has finished instaling BrightCaore BAChet Lookaut an your
camputer. The application may be launched by selecting the
installed icons.

Click Finizh b exit Setup.

Launch BrightCore BAChet Laok out

Figure 8. Setup, step 5.
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3. Licensing and Register options

After initial launch BACnet Lookout will notify you of days left in the trial run. If you purchased the

application, copy-paste the Registration Number and send it to licensing@brightcore.biz along with your
full name and company from a valid e-mail address.

Trial | Fegister |

BrightCore BACnet Lookout Pro Extended
2.2.0.2

D ay(=) remaining for trial

[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII]

Thiz iz a fully functional evaluation. You are free ta evaluate this demo.

BrightCore BAChet Lookout 2.2 Professional-E xtended vergion,
It pou have purchased thig software pleasge click on the Register tab and
input wour license information o unlock and register.

Registration Mumber: oo I T ] [ ST ] I Hegjaiee ]

Figure 9. Licensing and Register Options

After receiving your unlock code click on the Register tab or a button and input your username and
Unlock code into their respective fields.

.é.ij-l_'l‘l:f.'.nreﬂl..'tml.l_-wm

|_Tna|- | F!eg'ister |

Thank you for choozing to register this product.

UnLock Code:
| |
UserN ame:
l |
Reqistration Mumber:  7(C49-FFAD-BL
Figure 10. Register Window
© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
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4. User Interface

Untitled - BACnet Lookout
File Edit  View Help

REW YL T

gL

Devics List. JER0EN Dbject Prop:
& Devics List (3) . IFIER
= BAciP Binary Value 0
FROP_OBJECT_TYPE 5
* Device PFROP_OBJECT_NAME PLC_PRG.BY_Dbjekt
e _PRESENT_VALLE 0
Inputs : T
Other s =k
Outputs In Alarm ALSE
" Schedules Fee
el 2
% Overriden
BIECT_IDENTIFIER. Ot of Service
"1’ PROP_OBIECT_THPE PROP_EVENT_STATE o
o [PROP_EVENT.-
1 PROP_OBJECT_NAME | D
4 PROP_PRESENT VALLE PROP_OUT_OF SERVICE | ;
‘3‘ PROP_STATUS_FLAGS P R - Ferc o i e
4" PROP_EVENT_STATE 'PROP_RELTNGUISH_DEFALILT 0
*¥" PROP_OLIT_OF_SERVICE o =
*¥" PROP_PRIORITY_ARRAY -
*+* PROP_RELINQUISH_DEFALLT
¥ Analog value, 0
' BAC/Ethernst
= P BAC/MSTP
= # ss535
= f§ 17608
=l Devics
Lk Device, 17808
= Flles
£ File, 0
B 17000
~
% | -
System Messages
Message | Time
REJECT: Sevice was rejected with: REJECT_UNRECOGNIZED_SERWICE Friday, October 04, 2013 - 12:45:11
REJECT: Service was rejected with: REJECT_INVALID_TAG Friday, October 04, 2013 - 12:49:55
BriahtCore BACnet Lookout v2.2 [0 [BAChet/IP B IBACnet/ETH B IBACnet/MSTP ldle [Property Manitor: Disabled.

Figure 11. BACnet Lookout User Interface
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BACnet Lookout user interface main sections.

Toolbar and system menu

R HO PEEE M

Toolbar and system menu are the main methods of communication and management with the BACnet systems.

Every option enables in one way or another to communicate and gather information on the BACnet device.

The options are in order:

-
]
-—

Who Is BACnet service. - Scan and discover the BACnet network.

Subscribe to property COV. — Receive the change of property value.

Get Alarm Summary BACnet Service. — Receive and view the device list of alarm states.

Write Property BACnet Service. — Writes one or more BACnet properties.

Empty Write List. — Undo the changes made.

Show Alarm Summary List. — View device list of alarm states.

Show COV List. View received COV list.

Show Monitor Property List. — View the monitored property list.

MR RARL LB 6

Property Stress Test
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Device Tree List

e List | Structured Yiew ]

) Device List (3)

- Eo
Binary Yalug, 0
Analog Yalue, 0
Binary Input, 7
Binary Input, 6
Binary Input, 5
Binary Input, 4
Binary Input, 3
Binary Input, 2
Binary Input, 1
Binary Input, 0
Binary Cutput, 7
Binary Qutput, 6
Binary Cutput, 5
Binary Cutput, 4
Binary Cutput, 3
Binary Cutput, 2
Binary Cutput, 1
Binary Cutput, 0
Calendar, 0
Schedule, 0
File, 7
Filz, &
File, 5
File, 10
Filz, 9
File, §
File, 4
Filz, 3
File, 2

[+ D&
F 10
# § 17800

w8 Device List (3)
= P BACIP

= ™ BAC/MSTP

ATTINAD

Dievice List il aii=1s &

Device
Files
Inputs
Other
Dukputs
Schedules
Yalues

Binary Yalue, 0
Analog Yalue, 0

™ BAC/Ethernst

Figure 12. Simple and structured view device list.
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Device Tree List

Device Tree Lists consists of 2 different tree views accessible by click the Tab Buttons above them. They
are simple and structured device Trees.

This 2 device tree lists will always have the same devices shown but using the structured tree view will organize
the device list by its Data Link Layer, Network number and Object type.

Both Tree Views contain the list of discovered BACnet devices on the BACnet network. It is also a control part of
the application meaning all services and options presented in the Toolbar or System menu work in combination
with the Device Tree List.

Toolbar and System menu options works only when an appropriate device, object or a property is selected in the
Device Tree List.

Device Tree List is also designed around fast Object/Property discovery. Double clicking the Object/Property will
automatically discover member objects of the device or properties of the object.

Objects and properties are automatically discovered using ReadProperty or ReadPropertyMultiple BACnet services
without bothering the operator with intrinsic BACnet options.

Additionally, when the application detects that the property “PROPERTY_OBJECT_NAME” is discovered it will
automatically put the name by the object instance in the Device Tree List as seen in example on the left: “Device,
1, New Virtual Device 1” depending whether or not this option is chosen in the settings.

© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
September 2013
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Property Value List

= Object Properties ~
= PROP_ORJECT, IDENTIFIER
Ewent-Log . 1
:PROP_OBJECT_NF\ME .My Mew Object 1
\PROP_OBIECT_TYPE 25
;PROP_DESCRIPTION .
= PROP_STATLS FLAGS
In Alarm
Faul:
Owerriden
Cut of Service
:PROP_E\I'ENT_STF\TE D
PROP_RELTABILITY o
;PROP_ENABLE D )
D.a.te |Tue, Dec 11, 2012
Tirne :05:26 PM
= PROP_STOP_TIME Clik here o ec
[rate :Tue, Dec 11, 2012
Tirne 505:26 PH
\PROP_STOP_WHEN_FULL |
;PROP_BUFFER_SIZE .10
;PR_OP__RECORD_CO_LIN'_I' D
PROP_TOTAL_RECORD_COUNT :D
.PROP_NOTIF;ICATION._THRESHOLD :IUD
:PROP_RECORDS_SINCE_NOTIFICATION;U
ﬁROP_LAST_N(E)TIF{"_fIME o
PROP_NOTIFICATION_CLASS :D
—HPROP_EVEMT _EMABLE .
BE[O] O
Bt [1] a
it [2] a
= PROP_A‘CKED_TRANSITIONS . v

Figure 13. Property Value List

Property Value List is the heart of the BACnet Lookout.

Every object property of selected BACnet device or object is automatically displayed in this list each time the
selection changed in Device Tree List.

Properties are presented in the user friendly format so the operator can change it as fast as clicking the mouse
button.

Example.

We want to change the Bit 0 of PROP_EVENT_ENABLE from value 0 to 1. We can do that just by clicking the
checkbox value next to the Bit[0]. After that we change PROP_BUFFER_SIZE from 10 to 20 and press enter.
It is as simple as that.

But it is important to mention that although it appears property values are now changed, they still need to be
written to the BACnet device. Clicking the “Write Property BACnet Service” option in the Toolbar will actually write
the values to the selected BACnet device.

© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
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System Information

System Messagss |
_Message | Time ~
REJECT: Service was rejected with: REJECT_UNRECOGNIZED _SERVICE Saturday, October 05, 2013 - 09:19:23
REJECT: Service was rejected with: REJECT_INVALID_TAG Saturday, October 05, 2013 - 09:20:10
REJECT: Service was rajected with: REJECT_UNRECOGNIZED _SERVICE Saturday, October 05, 2013 - 09:48:22
REJECT: Service was rejected with: REJECT_UNRECOGNIZED _SERVICE Saturday, October 05, 2013 - 09:43:27
REJECT: Service was rejected with: REJECT_IMVALID_TAG Saturday, Gctober 05, 2015 - 09:50;
Received Megative Acknowledgment From the devics Saturday, October 05, 2013 -
Received Broadeast Distribution Table Saturday, October 05, 201% -
Received Broadeast Distribution Table Saturday, October 05, 2013 - i
Register Foreign Device: SUCCESS, Saburday, October 05, 2013 - 10:18:05
Received Foreign Device Table Saturday, October 05, 201% - 10:18:19
REJECT: Service was rajected with: REJECT_UNRECOGNIZED _SERVICE Saturday, October 05, 2013 - 10:18:27
Received Foreign Device Table Saburday, October 05, 2013 - 10:19:26
REJECT: Service was rejected with: REJECT_UNRECOGNIZED _SERVICE Saturday, October 05, 2013 - 11:08:45
REJECT: Service was rejected with: REJECT_UNRECOGNIZED SERVICE Saturday, October 05, 2013 - 11:08:45 s’

Figure 14. BACnet Information

BACnet and system message window tabs are the operators window on what happens with the application or the
device. These messages are separated by BACnet and System tabs and as they state, they will convey BACnet or

System specific messages.

Some samples of BACnet specific messages would be failure to write property or acknowledgement of write,
unknown service error or similar messages.

System specific messages convey the information important to operator concerning the inner working of the
application. System specific errors will be shown here. For instance APDU data of some BACnet message was not
coded properly or the format of some property was not set.

Below the System Message window is a System Information bar. The bar shows current system information.
e Current BACnet Lookout version
e Link Layer Protocols currently in use
e Current device ID of incremental scan.
e Information about Property Monitor system with the time remaining until next property scan when
Property Monitor is enabled.

BrightCore BACnet Lookout v2.2 0 BAChetAP BN BACnet/ETH B BAChet/METP |Idle Property Muonitor: Disabled.

© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
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5. Configuring BACnet Lookout

Before any work can be done it’s necessary to configure the application to the system.

Click on the Edit menu and select the Settings option. The configuration window will appear.

Settings El

-General seftings
Communication
METF Dptiohis |4?808 BALChet Port. Bequires restart,
10000 Paolling |nterval

11 oo Fiead Object List Properties Delay

W Enable Praperty Monitar

v SendWHOHS on start,

W Use Fead Property Multiple az default read,
I Show Object Mame/Description

W Enable Motification Event Listensr

™ UseAmay Indes When Reading Properties

Cancel

Figure 15. General Settings

General settings.

e Read Object List Properties Delay.

While BACnet Lookout offers a fast Object/Property Discovery by double clicking there’s always a
possibility that device has hundreds if not thousands of object. Clicking through all of them to
find a specific one or simply to have them all discovered can be a pretty time consuming task.
BACnet Lookout offers automatic scan of selected device object list by one click. This option
controls the how fast each object is scanned. The delay is presented in milliseconds.

e Polling Interval.

BACnet Lookout also can be configured to scan different properties by inserting them in to the
internal Property Monitor List. This option controls a time delay between each property scan.

Time delay is presented in milliseconds.

© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
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. BACnet Port.

- Not every device operates on the same port number. Although the industry standard BACnet
port is 47808 (convenient hexadecimal BACO) engineers and system engineers can decide to
change the port of the device for whatever reason. This option allows operators to scan BACnet
networks working on a different port. This option requires application restart.

e  Enable Property Monitor.
- Enables or disables internal Property Monitor.
e Send Who-Is on start.

- This option is automatically enabled when application is started for the first time. It scans the
network for BACnet devices automatically each time the application is run and also at each new
project. Operators may choose to disable this option when building their own user networks
where only specific devices are present.

e Use Read Property Multiple as default read.

- Device Tree List offers a quick-object/property scan by double clicking on the object /property
and it uses ReadPropertyMultiple BACnet service by default. This is convenient because it
discovers every property currently present in the BACnet object. Including unknown and
proprietary properties. But not all devices support ReadPropertyMultiple BACnet service.
Disabling this option will force BACnet Lookout to use ReadProperty BACnet service as a default
read service. This will also scan object properties, but only the standard object properties and
proprietary properties will have to be added manually by operator and then saved as a specific
device project to avoid having to repeat the process.

e Show Object Name/Description.

- When dealing with hundreds of BACnet devices or objects it is often useful to have a device or
object name beside only type and instance. Enabling this option will name the device/object in
the Device Tree List each time the application detects that object name or description property
was discovered.

e Enable Notification Event Listener.

- This option will force the application to register and monitor Notification Events issues from the
device.

e Use Array Index When Scanning Properties

- This option will force the application to read properties by its array index. Use it when the object
list is too big and device doesn’t support segmentation.

© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
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Settings
Gieneral i Comrmunication -
Communication
MSTP Optians ¥ BAChet/IP

W BACnet/MSTP

¥ BAChet/Ethernet 802

Select Ethernet Driver Interface

adapter ‘Broadcom Met=tieme Gigabit Ethernet iy

Current Ethernet Diriver Interface

Metwark adapter 'Broadcom Met<treme Gigabit Ethernet Diriver |

WiRMIMG: Changing the communication interface
options reguires application restart for changes to
take effect,

Cancel

Figurel6. Communication Options

e BACnet/IP

- Standard BACnet/IP communication link layer. Enable this option for devices communication

through BACnet/IP communication protocol.

*  BACnet/Ethernet 802

- Not all devices can communicate in BACnet/IP protocol and some devices can only receive and
transmit packets in somewhat older Ethernet802 communication protocol. Although BACnet/IP
and BACnet/Ethernet802 both communicate on the same network layer, the BACnet messages
are fundamentally different. BACnet Lookout also offers a way to communicate with those kind

of devices.

- Toset up the Ethernet interface select it from Ethernet Drives Interface drop-down list.
When Current Ethernet Driver Interface shows the selection click OK.
This option requires application restart.

e  BACnet /MSTP (Standard and extended versions ) Enable this option to find devices operating on MSTP
RS485 protocol.

© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
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Settings @

General ~MSTP Ophions
Communication

MSTF Optionzs
1 COM Part COk4 Baud Fate 38400 X
Fiepl Delay |32 Reply Timeout ‘495

[ Output MSTP Traffic to ‘Wireshark

~Wireshark pipe-

inpename

Cancel

Figure 17. MSTP Settings

MSTP Options are standard RS485 wire configuration options. Reply Delay and Reply timeout control how long in
milliseconds the application will wait until it receives the answer from the device.

Output MSTP Traffic to Wireshark (Extended Version only) will enable you see MSTP BACnet traffic as regular
packets in Wireshark. You need to enter the pipe name and create the same pipe in wireshark.

To do this start Wireshark and click on the Capture menu and select Interfaces option. Click the options button and
then click Manage Interfaces button. Click the new button and enter the pipe name.

Pipe name must be written in this format: “\\.\pipe\pipename”. Where pipename is the same as the one you
specified in BACnet Lookout. Click on save and close. You should see this window.

Wireshark: Capture Options E][E|®
Capture
Capture Interface Link-layer header Prom, Mode Snaplen [B]Buffer [ME] Capture Filker
L 1 A C ki
O 13§i.ssrea annection Ethernet enabled  default 2
v\ pipe’\pipename unknown enabled default 2
[ capture on all intetfFaces
© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
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6. Using BACnet Lookout

Discovering BACnet Device List

The first thing any operator will want to do is to discover BACnet network.
Usually the application will always send a default WHO-IS service every time it starts but sometimes the operator

can decide to disable that option and manually scan the network. Be it to create a new network project or just to
scan the specific device range.

To manually scan the BACnet network go to the Edit menu and select the Settings option. Now disable the
Send WHO-IS on start option. Click OK and go to the File menu and select New option. When prompted with

saving the project, click NO.
Empty project will appear. And now the Device Tree List will be empty.

Click on the Who-Is Network Scan option in the Toolbar menu represented by the transmitting radio tower icon.

BACnet Network Scan E|

W lzeScan Parameters

Device Instance From ID

Device Instance To ]41 34303
Incremental Scan [ Increment |10 J
[ncrement Crelay riliseconds

Address

| O cleiRe e o [ Subnet Broadcast

Figure 18. Who Is selection window

On the window shown in the Figure 17, input desired IP network, device scan range and click Start.

Alternately you may want to do the incremental network scan. This will allow you to scan the network in a
specified device range but instead issuing one huge WHO-IS service, issue a lot of smaller services in the same
range but with smaller increment.

For example, doing an incremental scan in a device instance range 0-1000000 with increment of 100 would look
like this: WHO-IS 0-100, WHO-IS 100-200, WHO-IS 200-300 etc.

If the scan was successful, a list of devices will now display in the Device Tree List.

© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
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Discovering BACnet Object List

There are two ways to find objects and properties of listed devices.

First one is to just double click on the device listed and BACnet lookout will automatically initiate a ReadProperty
BACnet service. It will simply ask the parent device for its list of objects. And then will automatically construct the
object list in the Device Tree List.

It is important to note here that sometimes the engineers can make a mistake and create hundreds of object on
the same device but do not check the device’s segmentation options. This can result in an error when trying to
construct the object list. We ask the device for an object list and receive “Segmentation Not Supported Error”.

This can be countered by enabling “Use Array Index When Reading Properties” option in the General Settings
dialog window.

& Devices ~
- 40
[ Binary Walue, 1

! Analog Yalue, 1

Multi-State Yalue, 1

Multi-3tate Output, 1

Multi-State Input, 1

Einary Outpuk, 2

Analog Oukput, 2

Matification Class, 3

Mokification Class, 2

Matification Class, 1

Schedule, 3

Schedule, 2

Schedule, 4

Multi-State value, 0

Multi-State Output, 2

Multi-State Input, O

Binary Walue, 0

Analog value, 0

Analog Qukput, 1

Analog Input, 0

Binary Cukpuk, 1

Einary Inpuk, O

L L L S S s S S S T S S

Device, 40, LYIS-ME200 (40)
1
2
3
4
5
f 2.2
Figure 19. Device Object List
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Discovering BACnet Object Properties

After successfully reading its object list, object properties can be read the same way, by double clicking BACnet
object.

BACnet Lookout by default uses ReadPropertyMultiple BACnet service when reading properties of selected BACnet
object. This is convenient because not only is it extremely fast and bandwidth efficient, it also discovers every
property currently present in the BACnet object including, unknown and proprietary properties.

But not all devices support ReadPropertyMultiple BACnet service. Sometime when device doesn’t support
ReadPropertyMultiple BACnet service it is required to scan the properties using ReadProperty service.

This will also scan the object properties but unknown and proprietary properties will be excluded from the list.
Operator can then use BACnet Lookout internal Add Property option to manually add proprietary properties.

Right click on the selected BACnet object and choose Add Property option from the drop down menu.

Add New Property

Property

Device Instance 40

Ohject |Multi-8tate Walue, 1

BAChet Property

I =l
Properiatery Property D

Property D ata Type WULL j

Cancel Add

Figure 20. Add New Property Window

If proprietary property input window is empty chosen BACnet standard property will be added to the selected
object. If property input window has a number, choose a property data type and click Add button.

Newly created property will then be added to the object’s property list. Operator can then double click on the
property to retrieve its value.
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Changing Property Value and working with the Property List

Every object property of selected BACnet device or object is automatically displayed in this list each time the
selection changed in Device Tree List.

Properties are presented in the user friendly format so the operator can change it as fast as clicking the mouse
button.

~— Object Properties i
~ PROP_OBIECT IDENTIFIER
Diervice :40
:PROP_OBJECT_TYPE 5
fP-ROP_OE-JECT_-NAME ILYI5-MEZ00 (40)
PROP_SYSTEM_STATUS D
:PROP_‘\I'ENDOR_NF\ME .LOYTEC electronics GmbH
PRC.)P_\-'EN.DOIi_IDENTIFIER ll.'-"B
PROP_MODEL_MNAME jL'\.I'IS-I'\"IEZDEI
PROP_FIRMWARE_REVYISION 3.2.8
-PROP_P.PPLICF'.TI-ON_SOFTWF'.RE_VERSION 3 1.0
:PROP_PROTOCOL_'U'ERSION .1
fP-ROP_PR.O-'I.'OCOI___RILZ\\-'ISION 4
+ BROR_FROTOCOL SERVICES SUFRORTED
k) OTOCOL_OBIECT_TVPES_SUPPORTED
\Op_OBJECT_LIST
PROP_M&x_APDU_LENGTH_ACCEPTED 11476
PROP_SEGMENTATION _SUPPORTED n
-PROP_F\PDU_TIMEOUT 5300
:P_ROP_NLIMBElR_OF__APDU_RETRIlES 3
~ PROP_DEVICE_ADDRESS_BINDING ek here to edit ke &
PROP_OBJECT_LIST
Click '+ to expand

Figure 21. Property List

Properties in the property list are represented in two different ways. There are simple properties representing only
the basic and one-click-edit values, such as integer, text, float... And the array properties, such as supported
services, supported types, bit values and others.

The third type representations are complex properties such as week days, object references and such.

In addition to writing simple properties there are more complex properties that can’t be changed by simple line
change. This are complex properties and BACnet Lookout will show an appropriate popup window for each
property type that will enable the value change.

This properties can be recognized by the text line in the property list saying “Click here to edit items”.
It is important to note here that not all complex properties can be changed as some complex properties are read-

only properties and other depends on the device configuration.

Below are some examples of complex property windows.
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Input BACnet Destination
— Transition bits
¥ TO_OFFNORMAL
[~ TO_FAULT
[~ TO_NORMAL

1~ Recipient -

f‘ 00-00-00-00: 00 00
BAChet Address et E5535
% BACretObjectld [Anabglnput | jnstarce {280001

Walid Days-
¥ Monday

Rcp Type ] Types.. | Instan.. | Confir... | Proce... ] From Ti... | To Time ]

1~ Options-

X

From Time:

1:0E10PH =

To Time
1:0910PM

Process |d

v Tuesday
W Wednseday
W Thursday
¥ Friday

I Saturday
I Sunday

Cancel

Object/d

Device 0O FaLSE 0O 13:09:. 13:09:.

o

I Corfirmned Mot

Figure 22. Changing the destination property of the Notification Class Object.

Input Object Property Reference

1 Obiject

Biriary Y alue

Cancel

| Instan... | Property | duray .. | [~ Dptions -
il | Binaryalue 1] FROP_PRESENT WalUE 1] Add
Einary Walue 0 FROP_PROGRAM_CHANGE 0

P! PRESENT LE
PROP_PRESENT WALLIE

|

PROP_PRIORITY_ARRAY
PROP_PRIORITY_FOR_WRITING
PROP_PROCESS_IDEMTIFIER
PROP_PROGRAM_CHANGE
PROP_PROGRAM_LOCATION bt

Figure 23. Object Property Reference.
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Input Weekly Schedule

i~ Dptiors -
= Mal;l‘day G
H zemi '
. N BACnet Value Typ_eéNuII
Tirne 01:00 AM
Yalue .IZI
Item 2 .
Tuesday
— \r\;'edn;eusday
= Iktem 1
BACnet Yalue Type%Signed Int
Tlme I .I:Ill.:DIZI aM
-
| Item 2 i
. Thursday
Fridaw v
Yalue
)
v
Cancel

Figure 24. Weekly Schedule property.

It is important to mention that although it appears property values are now changed, they still need to be written
to the BACnet device. Clicking the “Write Property BACnet Service” option in the Toolbar will actually write the
values to the selected BACnet device.
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Confirm Write

1 Device 1d ] Object ] Ihztarice ] Property ] Pririty ]
Aralog Value RLLL| =l
~

1. kan: Life Safety
2, Auto Life S afety
3. Avwilable

4, Avilable

B, Crit. Eq. Cantral

E. On/Off o

Figure 25. Write Confirmation Window

Clicking the Write Property BACnet Service button will prompt the operator with the window displayed in the
figure 21.

Each changed property will be displayed on this list enabling the operator to change the priority of each write
command.

Clicking the Confirm button will then try to write each property in the list using the BACnet WriteProperty service.
But not all of the properties in the device can be changed. Some will be Read-Only and some will be device-specific
Read-Only properties.

If the write command fails for specific properties, System Messages window will display an appropriate BACnet
error-class and error-type.
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7. BACnet Services

BrightCore BACnet Lookout supports several BACnet services.

e Read Property*

e Read Property*

e Write Property*

e Get Alarm Summary

e Subscribe COV Property

e Create Object (Standard and Extended Versions )

e Delete Object(Standard and Extended Versions )

e Time Synchronization

e Time Synchronization UTC

e Read Broadcast Distribution Table ( Extended Version )
e Write Broadcast Distribution Table ( Extended Version )
e Register Foreign Device Object ( Extended Version )

e Read Foreign Device Table ( Extended Version )

e Write Foreign Device Table ( Extended Version )

e Delete Foreign Device Table Entry ( Extended Version )

* This services are incorporated in to the application functionality and cannot be accessed directly.
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Get Alarm Summary

The GetAlarmSummary service is used by a client BACnet-user to obtain a summary of "active alarms."
The term "active alarm" refers to BACnet standard objects that have an Event_State property whose
value is not equal to NORMAL and a Notify Type property whose value is ALARM.

To receive the list of active alarms, BACnet device must support GetAllarmSummary service.

When request is initiated the list of active alarms will display in the Alarm Summary List property
window.

The list is color-coded for easier reading and is as follows:

_ - List of Alarm Summaries for a specific device.

Alarm Summary: number — 1...n Alarm summaries for specific device.
OID - Object type, Object instance of object in alarm state.

Event State - Event state of offending object.

Transition Bits — Transition Bits of offending object.

Subscribe COV Property

The SubscribeCOVProperty service is used by a COV-client to subscribe for the receipt of notifications of
changes that may occur to the properties of a particular object. Any object may optionally support COV
reporting. If a standard object provides COV reporting, then changes of value of subscribed-to
properties of the object, in some cases based on programmable increments, trigger COV notifications to
be sent to one or more subscriber clients. Typically, COV notifications are sent to supervisory programs
in BACnet client devices or to operators or logging devices.

To Initiate a COV subscription, right-click on the property and under Services menu choose
SubscribeCOVProperty option. The following dialog will appear.
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Subscribe COV Property
COV Info- Optionz

Drevice . T

] [ lssue Confirmed Motifications

1

Lifetime in Seconds 3600
Object

Jr-‘malu:ug Input, 11
Process Indentifier 11
Froperty i'l .0
cov £
[PROP_PRESENT_VALUE AIETEmen

Figure 26. Subscribe COV Property

Issue Confirmed Notification option tells the COV server device weather to automatically re-subscribe
to the property if the change occurs in the device or lifetime expires.

To cancel the subscription, uncheck Issue Confirmed Notifications and enter 0 at the Lifetime option.
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COV Notification List

~ COY¥ Event List

o MatiFication: EI-
Device Instancei‘lﬂ
Object Id .Binary Walue, 1
Pruﬁcess I;:I -:1 -

Seconds Left 3600

= Yalus 1
Property  PROP_STATUS_FLAGS
Walue 0,0,0,0,

o Yalus 2
I Property :PROP_PRESENT_'-.-'P.LLIE
Walue EI
+ OV Notfication: 1
*+ CoV Matification: 2 '
+ oy Nﬁtil_“itati_un:_'ﬁi.

CO¥ Motification: 3

Figure 27. COV Notification List
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Create/Delete BACnet object

The CreateObject and DeleteObject services are used by a client BACnet-user to create or delete a new
instance of an object. This service may be used to create or delete instances of both standard and
vendor specific objects. The standard object types supported by this service are specified in the target
device PICS file.

Create Object

i~ Object Infa

Device Instance ]25':“301

Object Type
Analag [nput _.1J

Instance ]1

Cancel Create Object

Figure 28. Create Object

Time Synchronization and UTCTimeSynchronization services.

The TimeSynchronization and UTCTimeSynchronization services are used by a requesting BACnet-user
to notify a remote devices of the correct current time so that they may synchronize their internal clocks

with one another.
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9. Tests

As of 2.0.1.5 version BACnet Lookout supports Device Stress tests. (Standard and Extended Version )

Read Property Stress Test

Read Property Stress Test @

Test Parameters

I~ Continuous Pead Property

v ‘Randomize Invoke |d

Start Test

Murnber of Read Property Requests |5D

Time Delay 110 -

=

Miliseconds

Stop Test

] Invokeld

I Property

] Status

29
134
35
73
127
204
4B
161
34
128
10 227
1 43
12 48
12 212
14 61
15 il
1k 1k

Cancel

000 = OO e L0 DS = O gy

PROF_EWVEMT_STATE
PROF_EVEMT_STATE
FROP_EVEMT_STATE
PROF_EVEMNT_STATE
PROF_EVEMT_STATE
PROF_EVEMT_STATE
FROP_EWEMT_STATE
PROF_EVEMT_STATE
PROF_EVEMT_STATE
FROFP_EWEMT_STATE
FROFP_EWVENT_STATE
PROF_EVEMT_STATE
FROP_EVEMT_STATE
FROFP_EWEMNT_STATE
FROF_EVEMNT_STATE

PROFP_EVEMT_STATE
FRMP FUFKT ST4TF

Receied Proper Complex-aCk
Received Proper Complex-aCE
Feceived Proper Complex-aCk.
Receied Proper Complex-aCk
Receied Proper Complex-aCk
Received Proper Complex-ACK
Feceived Proper Complex-aCk
Received Proper Complex-aCk
Received Proper Complex-aCE
Feceived Proper Complex-aCk
Received Proper Complex-aCk
Received Proper Complex-aCk
Receirved Proper Complex-ACk.
Recered Proper Complex-aCk
Received Proper Complex-aCk

Received Proper Complex-ACk,
Reraivsd Proner Camnlee. 40K

0K

Read Property Test is designed to enable few of the common tests normal BACnet device should

support.

Figure 29. Read Property Stress Test Window

To test the property, right click on the property in the Device Tree to open up a context menu and then
select “Test->Stress Tests->ReadProperty” option or select the property and click the Read Property Test

button in the Toolbar. This will bring up the window shown on Figure 24.
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9. Features
Objects supported (all properties in listed objects supported).

Objects ' Read ‘ Write ‘
Analog Input [ ) (]
Analog Output [ ] [ ]
Averaging [ ] (]
Binary Input [ ] (]
Binary Output [ ] ]
Binary Value [ ] (]
Command [ ] (]
Device [ ] [ ]
File [ ] (]
Group [ ] (]
Life Safety Point [ ] (]
Life Safety Zone [ ] (]
Loop o O
Multi State Input [ ] (]
Multi State Output [ ] (]
Multi State Value [ ] (]
Pulse Converter [ ] (/]
Notification Class [ ] (]
Program [ ] (]
Calendar [ ] (]
Event Enrollment < [ ]
Schedule [ ] (]
Trend Log [ ] (]
Structured View [ ] (]
Load Control [ ] (]
Trend Log Multiple [ /] (]
Access Door [ ] (]
Event Log [ ] [ ]
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Here is the list of supported features for BACnet Lookout V2.2

BrightCore BrightCore BrightCore
Application Bacnet Lookout Bacnet Lookout Bacnet Lookout

Essential 2.2 Standard 2.2 Extended 2.2
P/N BBLe-1 P/N BBLs-2 P/N BBLx-3

Discover Objects
Discover Properties
Read Property
Write Property
BACnet/IP
communication Data
Link
Property Monitor
Alarm Summary List
Event Summary List
Subscribe COV
Property
Import EDE
Export EDE
IEEE 802.3 Ethernet
communication Data
Link
Time Synchronization
Structured Device List
UTC Time
Synchronization
BACnet/MSTP Data
Link Layer
Create Object
Delete Object
Property Stress Test
Read Broadcast Table
Write Broadcast Table
Register Foreign
Device
Read Foreign Device
Table
Delete Foreign Device
Entry
Analyze MSTP Traffic

00 0 00O o 000 60 000000 O 000

00 0 00000 000 60 C0O00O00 O 000

© ELMA KURTAL]J Itd. BrightCore BACnet Lookout v2.2
September 2013
Page 36



BrightCore BACnet Lookout V2.2 Product Family

Copyright © 2013 by ELMA Kurtalj Itd. All rights reserved.

The contents of this documentation are taken in part from the BACnet Standard 135-2004 or are based
on the original contents. These contents are subject to copyright.

The following applies to these contents:

©2004, American Society of Heating, Refrigerating and Air-Conditioning Engineers, Inc.
(www.ashrae.org). Reprinted by permission from 2004 ASHRAE Standard-135. This material may not be
copied nor distributed in either paper or digital form without ASHRAEis permission.

The following applies for the BACnet logo:
BACnet™ is a registered trademark of ASHRAE.
WAGOO, Loytec©, Contemporary Controls©, SCADA Engine© are copyright of their respective owners.

BACnet Lookout was tested against VTS-3.5.5, WAGO devices, Loytec devices, Contemporary Controls
BAS Router, SCADA Engine’s device simulator, Open source BACnet Stack and other devices.
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